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DETAILED ACTION 



1. This communication is responsive to Amendment C, filed 01/26/2004. 

2. Claims 1-15 are pending in this application. Claims 1, 4, 7,- 10 are independent claims. 
In the Amendment C, claims 10-15 have been added, and no claim has been amended. This 
action is made Final. 



Claim Rejections - 35 USC §103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the invention was 
made to a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of the various 
claims was commonly owned at the time any inventions covered therein were made absent any 
evidence to the contrary. Applicant is advised of the obligation under 37 CFR 1 .56 to point out 
the inventor and invention dates of each claim that was not commonly owned at the time a later 
invention was made in order for the examiner to consider the applicability of 35 U.S.C. 103(c) 
and potential 35 U.S.C. 102(e), (f) or (g) prior art under 35 U.S.C. 103(a). 

4. Claims 1-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over Hubacher et 
al. (US Patent No. 6,571,280), in view of Langford et al. (US Patent No. 6,574,733). 

As per claim 1, Hubacher teaches "A system for onsite backup of internet-based data 
comprising: a central computer; a client computer" at col. 3, lines 8-40, col. 4, lines 1-44, Fig. 1; 
"a communications link between said central computer and the Internet; communications 



link between said client computer and the Internet" at col. 3, lines 8-40, col. 4, lines 1-44, Fig. 1; 
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"software executing on said central computer for receiving a data backup request from 
said client computer" at col. 6, lines 15-30, col. 7, lines 12-22; 

"software executing on said central computer for transmitting said data backup to said 
client computer for onsite backup of internet-based data on said client computer" at col. 6, lines 
15-30. 

Hubacher does not expressly teach "at least one database containing a plurality of data 
records accessible by said central computer, each data record containing a client identification 
number". However, Langford teaches this limitation at col. 5, lines 28-45. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the teachings of Hubacher with the teachings of Langford to include "at least one 
database containing a plurality of data records accessible by said central computer, each data 
record containing a client identification number" in order to provide systems and methods that 
perform centralized secure backup of data. 

As per claim 4, Hubacher teaches "A system for onsite backup of internet-based data 
comprising: a central computer; a client computer" at col. 3, lines 8-40, col. 4, lines 1-44, Fig. 1; 

"a communications link between said central computer and the Internet; a 
communications link between said client computer and the Internet" at col. 3, lines 8-40, col. 4, 
lines 1-44, Fig. 1; 

"software executing on said central computer for receiving commands from said client 
computer" at col. 6, lines 15-30, col. 7, lines 12-22; 
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"software executing on said central computer for generating a data backup request" at 
col. 6, lines 15-30, col. 7, lines 12-22; 

"software executing on said central computer for transmitting said data backup request 
through the internet" at col. 6, lines 15-30, Fig. 1; 

"software executing on said central computer for receiving a reply to said data backup 
request" at col. 6, lines 15-30, Fig. 6, step 610; 

"software executing on said central computer for transmitting said data backup to said 
client computer for onsite backup of internet-based data on said client computer" at col. col. 6, 
lines 15-30, Fig. 9, step 922. 

Hubacher does not expressly teach the following limitations. However, Langford 
teaches: 

"at least one database containing a plurality of data records accessible by said central 
computer, each data record containing a client identification number" at col. 5, lines 28-45; 

"software executing on said central computer for receiving data from said client 
computer" at col. 5, lines 28-45; 

"software executing on said central computer for storing said received data in said 
database" at col. 5, lines 28-45; 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the teachings of Hubacher with the teachings of Langford to include "at least one 
database containing a plurality of data records accessible by said central computer, each data 
record containing a client identification number; software executing on said central computer for 
receiving data from said client computer, software executing on said central computer for storing 
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said received data in said database" in order to provide systems and methods that perform 
centralized secure backup of data. 

As per claim 7, Hubacher teaches "A system for onsite backup of internet-based data 
comprising: a central computer; a client computer" at col. 3, lines 8-40, col. 4, lines 1-44, Fig. 1; 

"a communications link between said central computer and the Internet; a 
communications link between said client computer and the Internet" at col. 3, lines 8-40, col. 4, 
lines 1-44, Fig. 1; 

"software executing on said central computer for receiving commands from said client 
computer, for receiving data from said client: computer, and for storing said data in said 
database" at col. 6, lines 15-30, col. 7, lines 12-22; 

"software executing on said central computer for transmitting said data backup to said 
client computer for onsite backup of internet-based data on said client computer" at col. col. 6, 
lines 15-30, Fig. 9, steps 910, 922. 

Hubacher does not expressly teach the following limitations. However, Langford 
teaches: 

"at least one database containing a plurality of data records accessible by said central 
computer, each data record containing a client identification number" at col. 5, lines 28-45; 

"software executing on said central computer for receiving a data backup request and for 
receiving a data format conversion request" at col. 3, lines 9-27; 



Application/Control Number: 09/706,65 1 Page 6 

Art Unit: 2177 

"software executing on said central computer for retrieving said data from said database 
and for converting said data to a format corresponding to said data format conversion request" at 
col. 3, lines 9-27; 

"software executing on said central computer for encrypting said data backup" at col. 2, 
lines 39-65, col. 6, lines 12-39; 

"software executing on said client computer for decrypting said data backup" at col. 6, 
lines 12-39. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the teachings of Hubacher with the teachings of Langford to include all the limitations 
addressed above in order to provide systems and methods that perform centralized secure backup 
of data that allow only the owner of the data to be able to decrypt any information stored during 
the process so that the third party repositories and other unauthorized personnel cannot readily 
decrypt the information. 

As per claim 10, Hubacher teaches "A system for local storage of data through the 
Internet comprising: a central computer connected to the Internet; a client computer connected to 
the Internet" at col. 3, lines 8-67, Fig. 1; 

"at least one storage having a plurality of client data records, said at least one storage 
accessible by said central computer" at col. 3, lines 8-67; 

"a client data request, sent from said client computer via the Internet to said central 
computer" at col. 6, lines 15-25, col. 7, lines 12-22; 
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"client data corresponding to said client data request, sent from said central computer via 
the Internet to said client computer and saved on said client computer" at col. 3, lines 21-24, col. 
7, lines 36-38, col. col. 6, lines 15-30, Fig. 9, steps 910, 922. 

Hubacher does not expressly teach "each client data record having an identifier that 
relates the client data record to a client". However, Langford teaches this limitation at col. 3, 
line 65 to col. 4, line 5. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the teachings of Hubacher with the teachings of Langford to include "each client data 
record having an identifier that relates the client data record to a client" in order to provide a 
secure data backup system that allows only the owner of the data to be able to decrypt any 
information stored during the process so that the third party repositories and other unauthorized 
personnel cannot readily decrypt the information. 

As to claims 2, 5, 8, Langford teaches "software executing on said client computer for 
storing said data backup in a location accessible to said client computer" at col. 5, lines 28-45, 
col. 6, lines 12-39. 

As to claims 3, 6, 9, Hubacher teaches "software executing on said central computer for 
retrieving said data backup" at col. 6, lines 15-30, Fig. 6, steps 602-610. 

As per claim 11, Langford teaches "said client data is encrypted prior to being sent to 
said client computer to be saved thereon" at col. 3, line 9 to col. 4, line 59. 



9 
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As per claim 12, Langford teaches "a data format conversion request, sent from the 
client computer to said central computer" at col. 4, lines 6-59. 

As per claim 13, Langford teaches "said central computer converts said client data to a 
format corresponding to said data format conversion request" at col. 4, lines 6-59. 

As per claim 14, Langford teaches "the conversion of said client data to a format 
corresponding to said data format conversion request occurs prior to said client data being sent 
from the client computer to said central computer" at col. 4, lines 6-59. 

As per claim 15, Langford teaches "said client data is encrypted prior to being sent to 
said client computer to be saved thereon" at col. 6, lines 1 1-54. 

Response to Arguments 

5. Applicant's arguments filed 03/10/2003 have been fully considered but they are not 
persuasive. 

Applicant argues that: 

(a) Neither the '280 patent (Hubacher) nor the '733 patent (Langford) teach/suggest 
"software executing on said central computer for transmitting said data backup to said client 
computer for onsite backup of internet-based data on said client computer" as required by claims 
1,4,7. 
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(b) Neither the '280 patent (Hubacher) nor the '733 patent (Langford) teach/suggest 
"software executing on said central computer for receiving a data backup request from said client 
computer" as required by claim 1. 

(c) Neither the '280 patent (Hubacher) nor the '733 patent (Langford) teach/suggest "a 
data backup corresponding to said data backup request, sent from said central computer via the 
Internet to said client computer and saved on said client computer" as required by claim 10. 

(d) Neither the '280 patent (Hubacher) nor the '733 patent (Langford) teach/suggest 
"software executing on said central computer for receiving a data backup request and for 
receiving a data format conversion request" as required by claim 7. 

The Examiner respectfully disagrees for the following reasons: 

Per (a), Hubacher teaches "software executing on said central computer (i.e. servers 104, 
1 14, 1 16, 118) for transmitting said data backup to said client computer (i.e. clients 108, 1 10, 
1 12) for onsite backup of internet-based (network 102) data on said client computer" at col. 6, 
lines 12-64, col. 3, lines 21-24, col. 6, lines 15-30, Fig. 9, step 902-922. That is, the process 
starts with the operating system has received a file read request (i.e. from a client computer), 
(col. 6, lines 15-16), and ends with server is responsive at path destination (i.e. client computer), 
(Fig. 9, step 910), and server completes requested read (Fig. 9, step 922). Note that Hubacher 
discloses these servers provide data (i.e. data backup), such as boot files, operating system, 
images, and applications to clients 108, 110, 112 (col. 3, lines 21-24). 
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Per (b), Hubacher teaches "software executing on said central computer for receiving a 
data backup request from said client computer" at col. 7, lines 12-23. Moreover, as shown in 
Fig. 1, Hubacher teaches a system for client sided backup comprises a central computer (i.e. 
servers 104, 114, 116, 118), and a client computer (i.e. clients 108, 110, 112). Hubacher teaches 
a data backup request from a client computer as "F:\CONFIG_SYS is the local request from the 
client perspective (col. 7, lines 12-22). Hubacher teaches the software executing on a central 
computer (i.e. server 104) for receiving a data backup request, the backup IFS driver initially 
routes the read request to \\Serverl\alias\config.sys. (col. 7, lines 12-22). It should be understood 
that "read request" corresponds to a data backup request from a client computer " (i.e. the 
operating system receives a file request, then is alerted to the backup IFS driver, and then calls 
the backup IFS driver, col. 6, lines 16-21). 

Per (c), Hubacher teaches "a data backup corresponding to said data backup request, sent 
from said central computer via the Internet to said client computer and saved on said client 
computer" at col. 3, lines 21-28, col. 6, lines 21-25, Fig. 1, Fig. 6, step 610, Fig. 9, steps 910, 
922, Fig. 10, steps 1010, 1018. That is, after the requested file has been called, the IFS driver 
reads a file redirection table contained within the backup IFS driver for the requested file. The 
backup IFS then remaps a destination path in accordance with the destination location (i.e. client 
computer) for the requested file (col. 6, lines 21-26). A determination is then made as to whether 
the server located at the path destination is responsive to the file request (i.e. whether the 
supporting server responds to a client request for support for a particular data backup), if the 
server is responsive, the process ends (i.e. data backup support requested by a client is responded 
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to by the supporting server) (col. 6, lines 27-30). It should be noted that since servers 104, 1 14, 
116, 118 provide data (i.e. data backup), such as boot files, operating system, images, and 
applications to clients 108, 110, 112 (col. 3, lines 21-24), these files should be saved on the client 
computer. For example, if a client wants to backup his/her operating system, one skilled in the 
art would understand that all the system files in the operating system must be saved on the client 
computer. In addition, Hubacher discloses that in write operation, the right side describes all of 
the destination locations (i.e. a client side) that the write operation needs to execute (col. 7, lines 
36-38). 

Per (d), Hubacher is directed to a method and apparatus for client sided backup. 
Hubacher teaches central computer receives a data backup request as mentioned above in (a), (b), 
(c); however, Hubacher does not specifically teach a data format conversion request. Langford is 
directed to a centralized secure backup system . Langford teaches software executing on said 
central computer for receiving a data backup request and for receiving a data format conversion 
request at col. 3, lines 55-58. As seen in Fig. 1, Langford discloses the process 12 (i.e. central 
computer) analyzes the backup data to determine which data is to be encrypted for secure backup 
(col. 3, lines 58-60), and backup policy data is also used to determined whether backup data is to 
be encrypted, since not all data needs to be encrypted and may be left in plain text form if desired 
(col. 3, lines 55-58). It should be understood that a format conversion request is interpreted as 
"encrypted" or "plain text". And this request is received by central computer 202 from client 
200a. 

Since both Hubacher and Langford teach the same field as providing backup systems and 
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methods, it would have been obvious to one of ordinary skill in the art to combine the teachings 
of Hubacher with the teachings of Langford to include "software executing on said central 
computer for retrieving said data from said database and for converting said data to a format 
corresponding to said data format conversion request" in order to provide a secure data backup 
system that employs a suitable level of cryptographic security while affording a centralized 
backup of data (Langford, col. 2, lines 11-13). 

Arguments as raised are moot since all claim limitations relevant to this issue have been 
addressed accordingly. 
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Conclusion 

6. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Miranda Le whose telephone number is (703) 305-3203. The 
examiner can normally be reached on Monday through Friday from 8:30 AM to 5:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John E. Breene, can be reached on (703) 305-9790. The fax number to this Art Unit 
is (703) 872-9306. 

Any inquiry of a general nature or relating to the status of this application should be 
directed to the Group receptionist whose telephone number is (703) 305-3900. 
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